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Evaluating Security Software Programs
Evaluation of security products from competing vendors such as, antivirus software or antispyware software
Antivirus is a program used in a computer to detect, prevent and act to deactivate or clear off malicious software programs like worms and viruses. Most of these security software are used online where there are many security threats.  Many different security software are essential for online securities and they include antivirus and firewall programs (Wadhwa, A., 2016). There are different vendors selling antivirus software and they include Titanium, Norton, Kaspersky, McFee just to mention a few.  Here is an evaluation of security products of two competing Antivirus software vendors namely Norton and Kaspersky.
Kaspersky Anti-Virus is computer antivirus software which is made by Kaspersky Company. The main reason for its development is to give protection to computer users from malware. It is made with a focus on computers which run Mac Operating System X and Microsoft Windows via a Linux version. Kaspersky antivirus is designed for different uses. There is a version suitable for home use, small office use and business use. The significance of Kaspersky antivirus software is to give protection to computer users from any form of computer virus, to identify websites that are suspicious and to give protection to vulnerabilities against malware.
 Norton Anti-virus program is developed and sold by Symantec Corporation. The software is helpful in preventing and removing malware and it is designed in a unique way in which it incorporates heuristics and signatures to help in identifying computer viruses. The antivirus is designed with the focus on Windows 7, Mac Operating System X and Microsoft Windows. Small to medium businesses use it to prevent malware and it has unique features that make it an excellent choice for the companies.  Furthermore, it protects computers from all sorts of viruses, bringing confidence to its users during website surfing, and speeds up file scanning and internet browsing. 
Description of its capability, for what types of business it is best suited, and cost to purchase and install it.
The competitive edge that Kaspersky Anti-virus has over Norton Anti-virus is its powerful scanning capacity. Kaspersky is capable of scanning security threats such as virus and malware at a quick speed. It has the ability to identify software vulnerabilities and common malware which may be present in a personal computer, giving results of the computer status and make a recommendation on what action to take.  Furthermore, it can access and scan the latest internet-based information through its servers that utilizes real-time data stored in the cloud. It is very efficient for detecting current viruses and emerging information threats.
The Norton AntiVirus program has the capacity to provide protection to personal computers through SONAR and threat monitoring technological mechanisms. The software is capable of detecting and blocking spyware, viruses and other threats. Furthermore, it can detect and mop up any threats that may arise from web and OS vulnerabilities. End users of Norton Anti-Virus program can get access to a broad knowledge of Symantec through the internet. Harmful file and information can also be detected by the software online. It does its work best by identifying areas in a computer system that are most prone to attacks and also scan areas that are commonly infected by viruses. 

Kaspersky antivirus software is best for large and small to medium Enterprises the reason being that Kaspersky Laboratories develop various security products such as Kaspersky business space security and Kaspersky workspace security among others, that suits large, small and medium business enterprises. It has the capacity to protect business computers against spyware, viruses and insider attacks that are intentionally aimed at causing security threats to business information of an organization. Furthermore, it scans computers for keylogger allocations and viruses then sanitizes the infections. The amount of money required to buy a Kaspersky antivirus software 2018 is $24.9 for 3 licenses.  On the other hand, the amount of money required to buy Norton Anti-Virus software 360 for 3 licenses is$ 39. Usually, personal antivirus software is installed by the users. Therefore, there is no cost that a user of the software will incur when installing in a personal computer.
The best antivirus product and the reason
	Features 
	Norton Antivirus 2018
	Kaspersky 2018

	Trojan    
	Present
	Absent

	Real-time protection

	Present
	Absent

	Phishing protection
	Present
	Present

	 Malware    
	Present
	Present

	Keyloggers

	Absent
	Present

	E-mail protection
	Present
	Absent

	Bots    
	Present
	Absent

	Boot-time scan
	Present
	Absent

	Antivirus
	Present
	Present

	Anti-spyware
	Present
	Present

	Anti-rootkit

	Present
	Absent



[bookmark: _GoBack]By doing a comparison between Norton Antivirus software 2018 and Kaspersky Antivirus Software 2012, the former proves to be better than the latter.  Norton Antivirus software 2018 offers computer and cloud-based information security solutions. Irrespective of the number of personal computers used in a business, program works well to protect computer systems from hackers and malicious internet users. Its latest version is one of the best in the information, communication and technology industry since it not only identifies the spyware and viruses but also mops them up thus sanitizing the PC system. The software also detects and blocks Trojans which are the most dangerous system attacks that are presented intentionally by system attackers inform of downloads. Trojan horses do not spread on their own but are sent by attackers in form of emails and downloads (Wadhwa, A. & Garg, A, 2015). Emails that may contain viruses and pose security threats to a computer are also taken care of by the Anti-virus.  Identity thefts are common incidences on the internet. Norton Internet security software is also very effective in detecting, eliminating spyware of which some are intentional and others unintentional. An individual who is interested in monitoring your online activities may also manually install spyware (Wadhwa, A. & Gupta, K., 2014. It also encrypts very important passwords thus preventing possible hacking and stealing of identity.
In summary, Norton Company offers various effective security solutions to computer and internet users. Apart from the Antivirus software, it provides firewall software as well. The software is believed to be the most effective in the industry, it does monitoring and regulation of incoming and outgoing internet pathways. Therefore, unauthorized persons who have the intention of hacking into a system are prevented. Another important feature of the software is its capacity to locate and repair computer breaches. All that one need is to download and install the relevant patches in a personal computer and Norton avails them in their online stores. Therefore, with Norton Antivirus software and firewall, one is assured of safe personal data and information security since the software provides safety to personal computers and cloud-based information by detecting, preventing and also sanitizing personal computer systems.


References
Kaspersky Security Scanner 2.0. (n.d.). Retrieved June 5, 2018, from http://www.dodownload.com/antivir-security/antivirus/kaspersky-security-scanner.html
Norton Antivirus 2012 Multilayered online security for small business. (n.d.). Retrieved June 5, 2018, from http://smallbusiness.norton.com/norton-antivirus.html
Wadhwa, A. & Garg, A. (2015). Studying and analyzing virtualization while transition from classical to virtualized data center: International journal of Computer Applications 117(14), 10-14
Wadhwa, A. & Gupta, K. (2014). Framework for user authenticity and access control security over cloud: International Journal on Computer and Engineering 6(4), 12-13

Wadhwa, A. (2016). Comprehensive analysis of security issues and solutions while migrating to cloud environment: International journal of new innovations in engineering and technology 4(4), 7-8
